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1. Pham vi ap dung
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Puoc xem nhu & sy tdng hop cla
BMSva DCIM, phan mém F-DCMS édp dung
trén cac thiét bj ky thuadt M&E co6 trong
Trung tdm di liéu (TTDL) nhu tu dién phan
ph6i, may phat dién, UPS, didu hoa, bao-
f' dap chay, kim soat an ninh vat ly, chiller,

— | = genset.-.
l E Enviro@:ental ~ >
Trén céc thiét bi CNTT (t0 rack,

b o PDU...), thiét bi ngudi dung cudi.

Trén céc qui trinh hoat dong nghiép vu: Kiém tra dinh ky, bao tri, thay déi
cau hinh, khau hao, vong doi thiét bi...

Trén c4c qui trinh hoat déng phu trg: Dang ky ra vao, kiém ké tai san, dién
tap ing pho su co...

2. Mucdich

Giup ngudi quan tri ndm bat trang thai hoat dong tiic thdi clia toan bo thiét
bi trong TTDL.

Quan ly dit liéu thoi gian thuc va lich sir bién dong clia céc thiét bi.
Hb tro ra quyét dinh nhanh chéng, chinh xac theo phan quyén truy cap.

Dam bao t6i da su’ s8n sang clia ha tAng trong viéc duy tri sy hoat dong cla
cac ung dung CNTT.

3. Kién trac hé théng

La phan mém Ung dung trén
" ; . L 4 2 . Management
néntang web, giao tiép vdi cac thiét _—
|/o

bi ky thuat qua két noi TCP/IP vdi Controller Appl-catlon
céc giao thirc tiéu chuan, dam bao

TCP/IP

tuwong thich toi da dén céac thiét bi =g
khac nhau clia ngudi dung. Control 8
Cé thiét ké du ph(‘)ng néng Gateway/Controller 10 modules

s&n sang phuc hdi nhanh HA (High
Availability).

G &

Fuel sensors Pump/valve  Pump/valve

Field device
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V&i kién trac két ndi TCP/IP, viéc md& rong qui mo giam sat clia hé thong chi
phu thudc vao nguon luc xir ly ctia may chu cai dat: CPU, RAM, HDD...
Céc truy cap web vao F-DCMS dugc ma hod SSL dé dam bao an ninh théng
tin di liéu truyén-nhan.
4. Tinh nang
4.1  Quan ly thiét bi, tai san

Cho phép t6 chirc/ sap x&p thiét bi, tai san theo
cdu tric cdy mong mudn: tir dia diém, tang, phong
dén hé théng ky thuat, thiét bj cu thé...

Location

Level 1 ) .
Cac thiét bij trén thu vién duoc cau hinh san

Room 101 theo tinh chat riéng (Modelling), gitp don gian khi
cau hinh strdung khai thac, dong thditao nhat quan
quan ly khi c6 nhiéu nguoi cung tham gia cau hinh.

&[] Hvac
— | system Trang thai lam viéc cua thiét bj (binh thuong,
Air handling dang bé\q tl:‘l, c6 canh ,béo...) sé tAhé’ hién cap nhat
unit (theo thaoi gian) tuong i'ng canh bén.

Théng tin bé sung bdi ngudi dung (Custom field) bén canh nhitng thong
tin mac dinh (System field) cla thiét bi, tir d6 xay dung dugc lich sir cac thong
tin van hanh lién quan trén thiét bi nhu nhirng sy c6 tirng xay ra, céc lich bao
tri da tién hanh, vat tu tirng thay thé stra chira...

4.2 Thuthap & luu trir dir liéu
Hb trg day du céc giao thirc bac cao tiéu : .
chuén, phd bién nhu Modbus (RTU, TCP/IP), ! ° BACnet  snmp
BACnet (MSTP, TCP/IP), SNMP, OPC, MQTT... : .
Cho phép c&u hinh thu thap dén tirng diém | e - it
giam sat, nhanh nhat 1s vdi do tré dudi 5-10s 2 Abis ;
(phu thubc c4u hinh wu tién).

Hb tro két n6i dén cac co s& dir liéu nhu openSearch, mySQL, MS-SQL,...
Ho tro chia sé file nhu FTP, SFTP...
K&t ndi dén bén thr 3 qua giao thirc md& API, Onvif/ RTSP.
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D liéu luu tri: trang thai chuyén doi CoV (Change of Value), lién tuc theo
thoi gian, goi tin canh bao TRAP/ JSON.

4.3 Quanly két noi

Network Management System
(NMS)

a3 5 Controllers
r

4 == P
g == [T \
,

SCADA

BACnet IP
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Hé thong cung cap so do két ndi thuc té€ cac dién nguodn, thiét bi cong
nghiép theo giao thirc truyén thong da cau hinh thu thap. Cho phép xac dinh
nhanh tinh trang lam viéc (c6, khdng cé dién theo mau sac), cac két ndi, diém
bat dau - diém k&t thuc cua giao thire, dia chi trén mang cua thiét bi.

Cho thiét lap chi tiét két ndi mang dir liéu gilra cac thiét bj trong ta rack,
gilra t véi tu & cung hodc khac phong/ tang. Mrc do chi tiét: loai cap, cong va
vi tri cong...

Nhan cap dau- cudi trén moi sgi cap dugc phat hanh tu ddong, mang tinh
duy nhat, tuan thd theo qui tdc chuén TIA-606C, hodc clia ngudi quan trj.

Va day dugc xem nhu “tai liéu hoan cong s8”, giup ngudi dung cudi chu
déng hon trong viéc kiém tra, sira chira l6i khi can.

4.4  Quan ly tai nguyén

Hé thong gitp theo d6i mirc do tai nguyén dang khai thac trong tirng tu
rack, vé cac chitiéu khong gian (vi tri chiém dung/ con tréng), nguon dién (danh
dinh/ dang ky/ khai thac), nguon nhiét (trudc-sau, trén-gitra-dudi), két ndi mang
- dién (theo tirng loai cép, chudn cam, 3 pha/ pha cu thé).

C6 thé bd sung thém chi tiéu khac theo nhu cdu ngudi quan tri.

C6 cd chégid dinh subd sung thém tai nguyén vao (cac) ti rack nham danh
giad nhirng tac dong lién quan c6 thé dién ra... TU d6, ngudi quan tri sé c6 cac
quyét dinh van hanh téi uu, tudng minh va giam thiéu rdi ro hon.
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Tuy theo mirc dd ma dé phu mau sac, phan loai mau sac sé cao-thap, dam
nhatkhac nhau, thé hién twong 'ng & cap doé thiét bilAn cap dd quan ly cao hon,
nhu phong may, san Trung tam.

4.5 Quanly anninh truy cap

Quan 1y i bi © Danh sach canh bao
Tat cA camers
Nguol x ly Thao téc

- Logi cdnh bao Mdc 6¢ Trang thal
a

R Quan ly ngudi ding Ty t4p 46ng PgUG

Hé théng ho tro thiét lAp quyén truy cap chi tiét cho tirng ngudi dung hodc
nhom ngudi dung, theo tirng clra hodc nhdm cira, dong thoi theo cac khung thai
gian dugc dinh nghia trudc. Nho dé, viéc quan ly ra vao trd nén don gian, tap
trung (khéng can chuyén doéi qua lai vdi hé thong Cilra an ninh riéng), linh hoat,
van ddm b&o an ninh va phu hgp véi nhu cau van hanh thuc té.

Hé thong tu dong ghi nhan va luu trir toan bd nhat ky su kién (event log),
bao gobm cac thao tac ravao clra, cac hanh dong bj tlr chaoi, su c6 truy cap, trang
thai thiét bi clra... H6 tro theo dbi, kiBm tra c4dc hoat déng ra vao, phuc vu bdo
cdo va truy vét khi can thiét.

Phoi hgp thém vai dit liéu camera c6 phan tich, canh béao theo nglt canh
dé nang cao tinh diéu khién theo ngir canh, ddm bao chung an ninh cho ha tang.

=21 4.6 Canh bao

A
o A Ngudai dung tu dinh cac ngudng mong mudn canh bao khi
s6 liéu thu thap thoa diéu kién. Cau hinh ngudng theo gia tri toi
Q da/ t6i thiéu, trong/ ngoai dai gia tri, mat két ndi truyén thong,
QQ dang dirng bao tri, cau hinh thai gian chg theo doi trude khi
quyét dinh canh bao (Alarm delay time), cac goéi tin canh béo
truc ti€p (nhuw TRAP),...

CA&u hinh canh béo theo cac tinh nang camera (nhu tu tap
doéng nguadi tai khu vuc trong khung thdi gian, hanh vi khac
thuong, xuat hién lap lai nhiéu lan...), clra tir an ninh (nhu ctra
ma& lau hon qui dinh, khéng di vao nhung lai cé dira...).

B
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Cho phép phéan loai cac canh bao tir thadp dén cao (3 cdp hodc md rong
thém theo nhu cau), hoac theo tén goi riéng mong muon.

Chon lwa phéi hgp nhitng hanh déng khi cé canh
bdo: diéu khién déi tuong, gii email, tin nhan app/ S | Configure
SMS, tao thé qui trinh Work-flow riéng. 207 | cenditions

Cau hinh thém n6i dung gui kém canh bao, bén 9
canh nhitng théng tin méc dinh nhu thoi gian thoa — ] Sepecifyalarm
ngudng canh bao, gia tri luc do, xay ra trén thiét bi nao, L
trang thai xac nhan, bdi ai, phan loai/ cap do canh béo.

Cho Bhéo ba DDA(\pply

o phép bd sung cac ghi chud/ nhan xétriéng trén A in bulk

canh bao dé phuc vu cho nhirng muc dich khac.

Cac cau hinh canh bao c6 thé ap dung dong loat QQ Escalate
(theo loai thiét bi) hodc chl déng ap dung don & trén _/  alarms
nhirng thiét bi riéng.

o\

Tinh nang gia tdng cap dé canh bao (dén 3 muirc, hodc cé thé han) khi thoa
diéu kién nham can ngudi phu hop can thiép x¥ ly nhanh chong.

Tinh nang lap lai canh béo, xac nhan (Acknowledge) dé ngirng nhén tiép
cac ndi dung canh bdo, tu dong xoa (reset) dé dua canh bdo vé trang thai san
sang tiép theo.

Toan bd cac canh bao trong hé théng (k& ca ban tin Trap) dudc trinh dién
riéng trén trang theo doi tdong quat. Thoi gian cdp nhat trén trang khéng qua 15s
tlr khi phat sinh canh bao.

Tong hgp céac canh bao con ton tai trén hé thong, bén canh danh muc céc
canh bdo tirng xuat hién (da xac nhéan, va khéng con ton tai) trudc doé.

C&u hinh bd loc tim cac canh bao va luu lai dé tim nhanh trong lan sau. Bo
loc dién hinh: phéan loai/ cap do, khung thoi gian...

Cho phép xuét dit liéu canh béo ra file ngoai, *.csv dé &’ng dung doc Text/
Excel c6 thé doc hiéu.
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4.7 Giao dién do hoa

HT LOW VOLTAGE ROOM | IDC
ZONE 1 | ZONE 2 | LOW VOLTAGE ROOM

Leak Alarm [C | Leak Alarm < Leak Alarm

Non Located Leak @ Non Located Leak @ Non Located Leak &
Break Alarm ] Break Alarm ? Break Alarm

SM Comm Loss 3 SM Comm Loss Q SM Comm Loss

Master Comm Loss 4 Master Comm Loss ) Master Comm Loss @
Sensor lengh 17 Sensor lengh Sensor lengh 11
Leak location | Leak location Leak location 0
Leak level Leak level Leak level 0

Touch Panel | Supervising Pan elv 1sor Module ‘ Cable

Forward cable

£y - - : Loopback cable
d Jump cable —
| = S bl
!f’T'rY ¥ ensor cable

Leak location ~ ——{@—

Hé théng giao dién dugc b6 cuc tir tong quan (Dashboard) dén cac trang
tong hgp (theo phan hé, phan tang, phan chia t6 chire), di ti€p dén trang thong
tin chi tiét thiét bi (nhu dién phan phéi, diéu hoa, an ninh...) va cac cdu hinh hd
tro b6 sung.

No6i dung téng hgp Dashboard trinh bay theo céc tinh toan don & & mirc do
tong quat l&p trén (widget block) nhu PUE, ty 1& ngudn tiéu thu tir cac hé théng
ky thuat dang khai thac, ty & sy c6 phat sinh trén nhém thiét bj
MEP trong thdi gian vira qua...gilp ngudi dung ndm bat nhanh
tinh trang chung cla ha tang.

Toan bd cac trang giao dién dugc xay dung trén coéng nghé
HTMLS5, D3, Blender... v&i da dang cac thu vién hinh anh cung
cong cu manh mé (lap trinh ma/ code nhung), giup ngudi van
hanh c6 dugc toan canh 2D ln 3D theo khéng gian bé tri.

Giao dién van hanh 2D c6 thé dudgc trich xuat (export) va
chén lai (import) vao hé thong. Tir dé ngudi dung c6 thém kha
nang kiém tra dit liéu da cau hinh trén trang, cing nhu ty diéu |ﬁ II
chuyén noi can trinh dién trang nay. .l

Giao dién thich (rng véi da sé céac thi€t bivan hanh hién nay (may tram, may
tinh bang, mobile) trén cac trinh duyét pho bién.

D{r liéu thiét bi duwgc cap nhat lién tuc theo thdi gian thuc ldy mau, duoc
trinh bay theo cac hinh thic phu hgp, nhu chif, s6, biéu d6 (xu hudng, thanh,
cot, banh, vanh khuyén...), va ca hinh dnh déng (animation, thay déi mau sac,
vi tri) twong i'ng vdi gia tri dang mang.
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Toi wu tdc d6 hoan tat trinh bay dir liéu (khéng qua 3s) trén s6 lugng Lén
tham s8 can trinh dién (dén 200 tham s8).

No6i dung trén trang cho phép diéu huéng sang trang quan ly chi ti€t thong
tin thiét bi, dién hinh nhu ma hiéu, nhan hiéu.. T dé md& rong sang chi tiét hon
vé lich str thay d6i théng tin cla thiét bi.

4.8 Phan quyén ngudi dung

Tuy bién sap x&p ngudi dung trong hé théng cho phu hop véi t6 chirc thuc
té, nhu cau tric thanh cac phong ban (Department), vai tro chirc danh (Title),
hoac theo nhu cau riéng.

Mbi chirc danh cé nhém t8 hop dac quyén
(Permission) tuong rng va hoan toan dugc cau hinh (thém
vao, bd&t ra) doéc lap, chu dong bdi ngudi quan tri. Cac
quyén cad ban: xem, slra, tao mdi, xoa va quan tri toan bo.

Pham vi phan quyén tac dong: trén tham so hé thong,
théng s6 van hanh, ngudng canh béo, trang giao dién...

S6 lugng ngudi dung, phong ban, chirc danh: khong gidi han. Tugng thich
va két ndi véi hé thong AD/ LDAP hién hiru clia ngudi dung.

Mbi ngudi dung (account) cé quyén truy cap riéng véi username, password
tuwong ing. Va ngudi dung c6 thé chi ddng chinh stra khi cén thiét.

4.9 Quitrinh céng viéc

Trong mét t6 chirc van hanh luén
c6 nhi*rng qui trinh thuc hién congviéc
(Work-flow) nhat dinh dé dam bao sy
nhat quan, dong déu trong sé liéu thuc
hién, lAn cap nhat tic thoi cac thay déi
mdi khi can thiét.

Hé théng cho phép diéu chinh
cac di liéu, cac budc thuc hién, giao
ngudi phu trach cu thé & moi budec...
trong Work-flow dé dap &ng duang, du
cho nhu cau can so liéu cudi.

Ngudi quan tri cé thé cap quyén doc, stra hoac khéng thay duoc di liéu
dén ngudi phu trach tai céng doan cu thé ctia Work-flow.
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Cudi qui trinh, hé théng trich xuat bao céo ty dong va gli thong bao dén
cac thanhvién lién quan.

Hé thong téng hgp tu ddng: nhirng qui trinh dang ti€n hanh, chua dén lich,
ton dong kéo dai, nhirng lan thay déi...dé ngudi quan tri cé quyét dinh ti€p theo.

Mot s6 work-flow dién hinh: kiém tra hang ngay, xi ly sy cd, bao tri bao
dudng dinh ky, dién tdp PCCC, van hanh may phat theo lich.

Véi giao thiic két ndi mé (API/ SDK), FDCMS c6 thé lién két, cung cap di
liéu cho cac hé théng quan ly tién trinh céng viéc (bén th& 3) nham tang cudng
kha nang theo doi cac bién dong lich str clia thiét bi.

4.10 Tim kiém di liéu

& 56 g nost @ 2

Y
[
o

Danh sdch thiét b| (56) CNé g xen + Thém thiét by

Tén thiét bi Loai Thudng hidu/Model vitr Trang théi 830 hanh Cbng sufit

Seryer Dell R740 - 001 [ sarvee | o Rack A-01 - U1-U2 * Hoat ding £ han 450\
- Al
$ UPS APC Smart-UPS 5000VA ] » Rack A-02 - U1-U3 Canh béo gt har 200W

Cho phép tim ki€m di liéu nhanh chdng theo tir khoa, ma hiéu, trang thai
hodc céc tr ggi nhd nham giup tiép can nhanh nhirng théng tin can tim.

T két qua tim, hé théng cho phép ngudi dung xem dugc toan bd cac thong
tin lién quan dén qui trinh, két noi, thiét bi lién quan.

4.11 Bao cao linh dong

Cho phép xay dung va luu gitt bd loc tim v 0—0n

dit liéu dé lam béo cdo, phuc vu nhanh cho
J
J

nhirng lan sau. Nguon dit liéu co thé L8y tir bat _

Dﬂnﬂ

A 4

ky thié€t bi nao dang dugc két ndi véi hé théng
tir c4c giao thirc tiéu chudn c6 san.

Cau hinh bd loc dir liéu dé tu dong gom di¥
liéu dinh ky theo thai gian (th(*trong tuéan, hoac
ngay cla thang), hodc theo su kién cu thé.
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Dit liéu bdo cdo c6 thé trinh bay “min, nhuyén” theo don vi phut, gid, ngay
va hon nira. C6 thé két xuat ra dir liéu tho (dang text, *.csv) hoac pdf.

Hinh thirc bdo céo: s6 (nhu KPIs), chit, bang (spreadsheet), biéu dé cac
dang nhu dang banh (pie), c6t (column), thanh (bar), dudng nét (linear)...

Chi tiét trinh dién béo cdo: ho trg dén 16 chudi dit liéu (series) dong thoi
v3i mau sac, dién giai doc lap tuong (rng. C6 thé phdng to thu nhd, dich chuyén,
chon series dé xem chi tiét.

K&t qua bao céo (két xuat dinh ky, hodc theo su kién) dugc gli thong tin
théong bdo dén ngudi nhan, va luu tri? lién tuc nham dam bao su théng nhat,
toan ven d liéu van hanh.

Hinh thirc gii thong tin: thong béo trén giao dién, email.

Mot s8 bao cdo dién hinh, cé sdn nhu dién nang tiéu thu (kWh), can bang
pha tiéu thu, hiéu nang khai thac ngudn dién PuE, thiét bj sau bao ldu chua kich
hoat, dap &rng vung khuyén céo bdi ASHRAE...

5. Bao matva Tiéu chuan

Ap dung cap do bao mat an ninh SAL2. Ai:ﬁ'r";:‘ge
Van dung giao thirc ma hoa SSL/ TLS cho s
di liéu truyén-nhan. SA]'-l e
Phu hgp tiéu chuan céc giao thic truyén SAL2 -
thong: BACnet, Modbus, OPC, SNMP... @ SSL
Encryption

Phu hgp ISO 27001 vé kiém soat truy cap
(Role-Based Access Control - RBAC), ma héa dir liéu (Encryption) va ghi nhat ky
hoat dong (Audit Logs).

Tuong thich ISA 101 (HMI for Process Automation Systems) vé cac khuyén
nghi cho giao dién chifc ndng van hanh hé thong.

Tuong thich TIA-606C vé khuyén nghi van dung danh nhan cap, t6 chic
quan ly ha tadng cap dir liéu trong cong trinh ky thuat cao.

6. Cau hinh coban
Node = 8 vCPU, 32GB RAM, 3TB SSD.

Cho qui mé quan ly dén 100 thiét bj ky thuét, 30 ta rack IT v&i di liéu lich
st lwu trir téi thiéu 12 thdng, chu'a c6 cdu hinh duw phdong néng HA (3 nodes).
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7. Ban quyén s dung
7.1 License quanly
buogc quan ly theo ma FOS-aaaP.bbb.Z, trong doé:

aaa = tong s6 lugng cac thiét bi co giao tiép tiéu chudn nhu SNMP,
Modbus, BACnet, va Onvif camera, Web-APIs reader. DPugc lam tron lén dén
s6 hang chuc.

P = Y(es) hodc N(o) trong viéc thay doi diéu chinh sé lugng diém giam
sat mac dinh cla thiét bj theo giao thirc tuong ing.

Thiét bi Modbus (RTU, TCP/IP): <= 30 diém.
Thiét bi SNMP: <= 60 diém.
Thiét bi BACnet (MSTP, IP): <= 40 diém.
bbb =t6ng s6 lwgng td rack CNTT, duoc lam tron lén dén s6 hang chuc.

Z =1 hoac 0 trong viéc (rng dung qui trinh quan ly thiét bj tai san vdi cac
tinh nang mac dinh:

Quan ly thiét bi, phu tung du phong.
Quan ly nguoi dung.
Quan ly tai liéu luu trir.
Ban quyén license dau tuw mot lan, khéng can gia han dinh ky.

Chuyén déi license qua may chu khac 14 hoan toan mién phi, khéng phat
sinh chi phi ndo khi hé théng cdn trong thdi gian ho tro ky thuat STS (Software
Technical Support) hiéu luc.

7.2  Software Technical Support

Mac dinh da bao gom 18 thang (tr ngay phadn mém dugc ban giao). Cac
quyén lgi mién phi trong thdi han trén:

Chuyén doi ban quyén ty may chu A sang may chu B.
CAap nhat cac ban v4 L6i.

Cap nhéat cac tinh nang mdi.

Hb tro ky thuat tir xa

Thoi gian m& rong STS: theo chon lwa 1 ndm, 3 nam hodc 5 nam.

---- K&t thuc.
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