f-Dcos FOS - DATA CENTRE OPERATIONS SOFTWARE

PHAN MEM QUAN LY VAN HANH TRUNG TAM DU’ LIEU

Ban quyén bdi FOSJSC (2025), va c6 quyén thay déi tinh nang ma khéng thdng béo truéc.
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1. Gidi thiéu tong quan

e Mot ha tang Data Centre (DC) gom nhiéu hé théng thiét bi ky thuat khac
nhau dugc sdp xé&p, thiét k& tinh chon phu hop theo cac mic dd san sang (tiéu
chuan DC qudc té TIA/ Uptime) ma Chu dau tu (CDT) mong mudn.

e Hatang nay can hoat dong lién tuc 24x7 dé phuc vu ho trg cho céc dich
vu kinh doanh 6i ctia doanh nghiép nén viéc ngan nglra sm céac dau hiéu rui
ro, cac ché& do van hanh chua hiéu qua...la nhitng chi ddu cuc ky hitu ich cho
doanh nghiép nham t6i da hod sy san sang trong kinh doanh ctia doanh nghiép.

e Phan mém f-DCOS la &ng dung duogc phéat trién riéng trong viéc thu thap
céc s6 liéu hoat dong van hanh ctia nguodi dung theo qui trinh tiéu chuan mot
céch lién tuc, tudng minh. T d6 phan mém giup tong hgp, thong ké thuc hién
céc bdo céo cling nhu canh bao tirc thoi dén ngudi van hanh mot cach nhanh
chéng, hiéu qua.

e VG3if-DCOS, ngudivan hanh cé dugc sy cdp nhat mdi nhat mot cach toan
canh vé tinh trang va lich str hoat dong clia cac thiét bj ky thuat, ctia doi ngl ky
thuat lién quan lAn cac dau hiéu khéng tuan thu NC (non-compliant) dang hién
hiru.

e Dac biét hon khi doanh nghiép dang van hanh dong thdi nhiéu ha tang
khac nhau (Multi-site) nén viéc ndm bat tinh trang nay (xét theo tirng site) la rat
can thiét va vu tién.
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2. Tiéu chuan vién dan

e Dua trén tiéu chuén van hanh quéc t€ DCOS (Data Centre Operations

Standard

:2021) ma f-DCOS thiét lap nén céc qui trinh van hanh, cac béo céo

cung viéc quan ly tuong &ng, giup ngudi quan tri dé dang tham chiéu va diéu
chinh cho phu hgp v&i ban than Doanh nghiép.
e MOt s6 ndi dung quan ly quan trong:

O

Trang 4/ 15

Quan ly an toan: thiét lap cac dau hiéu canh bao, chi ddu nhan dién
khi cé lién quan vé cac ndi dung dugc néu trong qui dinh OH&S
(Occupational Health & Safety)...

Quan ly an ninh: phan loai khu vuc; ghi nhan cac hoat dong ra/ vao
clia con ngudi, thiét bi, dung cu lién quan; kiém tra dinh ky cac dau
hiéu tac dong bdi bén ngoai...

Quan ly du 4n: cac du an/ dich vu tac dong dang/ sé dién ra, tré han
du ki€n; nhirng thay doi twong (rng vdi cac thiét bi/ nhan suthuc hién...
Quan ly bao dudng bao tri: theo déi lich trinh dang/ sé/ qua han trién
khai; nhan sy & doi tac tham gia; tai liéu bao tri, bién ban ghi nhan, vat
tu phu tung thay thé; kho vat tu du phong, tudi tho duy tri...

Quan ly moi truong, tai nguyén: theo doi sy phat trién & hién tai so vdi
muc thiét ké (vé nang luong, mang dit liéu, ha tang co ban), xu huéng
tang truong...

Va cac ndi dung khac.
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3. Cac qui trinh tiéu biéu

e Phan mémf-DCOS cho phép tuy bién tdi da trong viéc tao mdéi, chinh sira,
huy bd nhitng qui trinh céng viéc nham dap &ng kip thdi sy doi hdi cua thuc té
van hanh hang ngay.

e Sy tuy bién & cac budc thuc hién, dif liéu & moéi budc, vai trd ngudi dung
nao dugc phép chinh stra/ xem/ an dir liéu do...

M6t s6 qui trinh thuong gap trong van hanh DC hang ngay.

3.1 Kiém tra hang ngay (Daily patrol)

e Muc tiéu: ghi nhan céac so liéu hoat dong ma chi quan sat dugc bdi truc
quan nham b8 sung hoan thién hon sy’van hanh téng quan cuia toan bd ha tang.

e B&o céo két qua: tinh trang bat thudng thé nao (néu cd) trén céc so liéu
quan sat truc quan.

Flows =

Name *

Facility B1 patrol

Phong Spare ——Qua MnE—» Phong M&E ——Qua Battery—» Phong Battery ——Bao cao—® Bao cao —Ket thuc— Két thic

< Return to List m

3.2 Xrlysuco (Incident)

e Muc tiéu: ghi nhan toan bo qua trinh xtr ly su co - ndy sinh trén thiét bj ky
thuat cu thé - tir khi bat dau dén khi két thuc cudi.

e B3o cdo k&t qua: 16i cé nguyén nhan tir dau, trinh tu thuc hién sira chira
16i, vat tu’ thay thé - néu cd, thdi gian hoan thanh.
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Flows =

Name *

MES incident

4 Incident report
Fix incident— Fix incident g Ks ' an\
Fix again—— Report incident —Request to Close—» Review report —OK, resolved—» Done

/ Re-do report
( Open incident ————————Remote support onl )

Cancel\—b‘ Cancelled |

< Return to List m

3.3 Bao tridinh ky (Periodic check)

e Muc tiéu: sdp x&p va tién hanh lich bao tri bdo dudng trén hé théng, thiét
bi nham phat hién sdm nhat cac bat thudng dé co ké& hoach xir ly hiéu qua.

e B3o céo két qua: cac lich kiém tra da thuc hién, nhirng lich sap tdi, cac
bat thudng phat hién trong nhirng lan kiém tra.

Flows =

Name *

MES SCheck

Leader to review__/

Submit the preparation / —
//p\‘ Re-do report
“« o

Prepare the Check— Preparation €——prepare again Verifying —OK, proceed—» Operative

Internal review —OK complete job—» Complete

Pending this Check

New System check
Pending

Back to Operative
Cancel™—| Cancelled

< Return to List m
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3.4 Theo dbi cac thay doi (Work request)

Flows =
Name *
Work request
Visualization
H —
/ Huy
Huy
Dé xudt —Deé xuat—» Danh gia /
Tién hanh—» Tién hanh —Xem xét—» Xem xét
Hoan tat—» Hoan tat
o]

e Muc tiéu: dam bao cac thay doi la dugc kiém tra, danh gia tinh an toan,
kha thi trude khi thuc hién va tong két dudc cac anh hudng lién quan khi ti€n
hanh cong viéc.

e B&o cdo két qua: nhirng anh hudng trong/ ngoai so véi du ki€n ban dau
nhu thai gian, nhan sy, thiét bi lién quan...

3.5 Lap/théo thiét bj (Device change)

Xac minh
Ha tang —Xac minh
K& hoach —Phudng an—» Chudn bi «—Lam lai ™~ ___Hoan tat

CNTT —Tién hanh—»{ Trién khai " panh gia —Xong—»{ Két thic
o~ —
\ // Chua dat
Lam lai

e Muc tiéu: can dam bdo da diéu kién an toan van hanh (dudi cac ngudng
khuyé&n céo), du diéu kién an ninh dit liéu trudc khi ldp thém thiét bivao tu, hodc
trudc khi sa thai thiét bj khoi tu.

e Ba&o cdo két qua: cap nhat cac thay déi mdi khi quan ly thiét bj tai san cé
trong ha tang.
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3.6  Chuyén dbi truc ca (Shift change)

Flows =

Name *

Shift change

Visualization

Deliverying
Receiving —Confirm— Confirmation ——Complete—» Complete

< Return to List m

e Muc tiéu: dam bao qua trinh ban giao lai cong viéc gilra ca truc trudc véi
ca hién tai la dd thong tin, cong cu dung cu, quyén van hanh phadn mém...

e B4&o cdo két qua: ndi dung ban giao 6n hodc c6 van dé can theo déi tiép
tuc trong ca truc mai.

3.7 Dangky vao-ra (Entering)

Flows =

Name *

Building entering

Visualization

Dang ky —Phé duyét—» Xac minh —D0Ong y—» Tién hanh —Hoan tat—» Két thic

< Return to List m

e Muc tiéu: phan loai va sdp x&p coéng viéc dién ra trong phong may theo k&
hoach tu chu.

e B&o cdo két qua: tong hgp & phan loai ly do, thdi gian clia nhirng viéc vao/
ra phong may.
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3.8 Th{r nghiém thiét bj (Staging)

‘/ Dé xuat /\
Chu&n bi—»{ Chuan bi Danh gia pong y—» Th{r nghiém —Xong
/ Lam lai
K& hoach -
Hu{/%;’/\

N

e Muc tiéu: thuc hién cac cai dat can thiét, hoan tat cac thong tin can luu
y, dap ng du nhu cau di¥ liéu trudc khi dua vao lap dat lau dai.

e B&o cdo két qua: so liéu van hanh thir nghiém, phu hgp/ khéng phu hgp
v3i ha tang hién c6 dé tir sém cé k& hoach diéu chinh tuong ¢rng nham dam bao
an toan cho phong may.
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4. Bao cdo tong hop
4.1 Tuy bién bdo céo

e Cho phép xay dung bd loc tim di¥ liéu dé lam béo cdo, va luu gilr bo loc
dé phuc vu nhanh cho nhirng lan sau.

e C&u hinh bd loc dit liéu dé tu dong gom di¥ liéu dinh ky theo thdi gian (th?
trong tuan, hodc ngay cuia thang), hoac theo su kién cu thé.

e DU liéu bdo cdo co thé két xuat ra dir liéu thd (dang text, *.csv) hoac tai
liéu chuén Excel.

e Hinh thic trinh bay bdo cdo dugc phdi hgp ti nhiéu biéu dd trinh dién
(widget) khac nhau nham mang lai hiéu qua béo céo t8i da.

e Ke&tquabdo céo (két xuat dinh ky, hodc theo sy kién) duoc lwu trir lién tuc
nham dam bao su théng nhat, toan ven dit liéu van hanh.

4.2 Bao céaodién hinh

Place Config Form Config Role Config Print Config Sample Report Config Visualization Permissions

) Create Sample reports

Name Support class Query builder

Next PCheck Issue (Agile) where (json_unquote(json_extract( fields", '$."pcheck_estimated_date"')) <= '2025-03-10 00:00:00' and json_unquote(json_extract( fields",

for 2wks '$."pcheck_estimated_date"')) >= '2025-02-24 00:00:00')

No Estimated Issue (Agile) where ((json_extract("fields", '$."pcheck_estimated_date"") is null OR json_type(json_extract(fields", '$."pcheck_estimated_date"')) = 'NULL'))
PCheck

Un-complete Issue (Agile) where (json_unquote(json_extract("fields’, '$."pcheck_estimated_date"')) < '2025-02-24 00:00:00' and "created_at’ >='2023-01-01 00:00:00' and
PChecks (json_extract( fields", '$."pcheck_infra_health™) is null OR json_type(json_extract( fields", '$."pcheck_infra_health™")) = 'NULL'))

e Nhirng lich b3o tri trong 2 tuan tdi
e Nhirng lich bao tri chua c6 ngay du kién
e Nhirng cong viéc bao tri chua két thuc
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Place Config Form Config

[ Create Sample reports
Name

Occured in
recent 14d

Kept silent for
ad

Replaced part

for 60d

Opened in last
90d

Support class

Issue (Agile)

Issue (Agile)

Issue (Agile)

Issue (Agile)

m Save and Close

Role Config Print Config Sample Report Config Visualization Permissions

Query builder

where ("created_at" >='2025-02-10 00:00:00')

where (‘updated_at’ <= '2025-02-20 00:00:00' and ‘created_at’ >= '2024-01-01 00:00:00' and (json_extract(fields", '$."calc_incident_ola_compliance"') is

null OR json_type (json_extract( fields", '$."calc_incident_ola_compliance"')) = 'NULL'))
where ((json_unquote json_extract("fields", '$."incident_did_replace_part"")) = 'Yes' or (json_extract('fields", '$."incident_parts_replaced™) is not null AND
json_type(json_extract( fields", '$ "incident_parts_replaced")) '= 'NULL')) and json_unquote(json_extract('fields", '$."incident_endFix"")) >= '2024-12-26

00:00:00")

where (created_at’ >= '2024-11-26 00:00:00')

Cancel
. J

e Nhirng su co xay ra trong 14 ngay qua

e Céc sy co khong cd cap nhat mditrong hon 4 ngay

e Céc sy co cd thay thé vat tu, phu kién trong 60 ngay qua
e Nhirng sy cd nay sinh trong 90 ngay qua

Place Config Form Config

) Create Sample reports

Name

Kept silence
for 4d

Support class

Issue (Agile)

m Save and Close

Role Config Print Config Sample Report Config Visualization Permissions

Query builder

where ('created_at’ >= '2024-01-0100:00:00' and ‘updated_at" < '2025-02-20 00:00:00' and (json_extract( fields",

json_type(json_extract( fields", '$."sissue_lesson_learn™)) = ‘NULL'))

'$."sissue_lesson_learn"") is null OR

Cancel

e Nhirng yéu cau phat sinh ma khéng c6 cap nhat mdi trong 4 ngay qua
e Vaconkhac nira.
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5. Cac tinh nang khac
5.1 Théngbao

e Ngudidungty dinh cac théng bao khi qui trinh c6 budc chuyén mdi, hoac
dén han dinh san, hodc chd lau hon du kién ban dau...

e NOi dung théng bao hoan toan tuy bién.

e Hinh thic théng bdo: email, tin nhan app, tao thé chon san.

5.2 Toé chirc dir liéu

e Tuong tu nhu hé théng Wiki, phan mém f-DCOS cho phép ngudi dung
thiét lap nai luu trir tai liéu (duge phan quyén linh hoat theo vai tro), noi viét cac
hudng dan st dung cho nhiéu muc dich khac nhau (vi du huéng dan s dung
phan mé, lich s kinh nghiém van hanh...) nham truy&n tai mot cach nhanh
chdng, dong nhat ndi dung dén ngudi xem.

HUGNG DAN SU DUNG

La tép hop cac bai viét hudng din sir dung FOS cho ngui ding I3n ddu lam quen hé théng (public user)

a 5 N v
Cau hoi thudng gap
KICH HOAT TAI KHOAN Tat ca cac cau héi hay nhu cau ngudi duing can giai dap sé dudc hudng dan tai day.

CAI DAT TAIKHOAN Luu y khi stf cac trudng dif liéu - Mics
A. Dashboard (Bang tong quan) Lam thé nao dé tao va sif dung médt quy trinh cd ban?
B. Infrastructures (Tai san)

C. Contracts (Hdp dong)

D. Wiki (Tra cutu)

Luu y khi quét ma QR

Phan quyén tai khoan

E. Statistics (Théng ké) Cac quy tac khi tao diéu kién truy van

F. Backups (Sao Iuu va phuc hoi) St dung bd loc trén danh sach

G. Employees (Nhan vién) Quy tac sl dung diéu kién

H. Projects (Du an) Phan quyén trén chifc nang cu thé nhu thé nao?

l.Issues (Yéu cau) Thiét 1ap nhac nhd lién quan dén tai san

J. Issues Report (B4o cdo yéu cau)
K. Issue Templates (Mau yéu cau)
L. Flow Export (Xuat bao cao quy trinh)

M. Customers (Khach hang)

e Cho phép tim kiém d{r liéu nhanh chdng theo tlr khoa, ma hiéu hoéc cac
tlr ggi nhd nham gilp ngudi dung tiép can nhanh nhirng théong tin can tim.

e T d(rliéu két qua, hé thong cho phép ngudi dung xem dugc toan b6 cac
thong tin lién quan dén qui trinh, thiét bi da tim kiém.
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5.3 Quan ly ngudi dung

Employees
# Photo Name ~ Code Phone Updated =
31 Bui Trong Nghia nghiabt 11/03/2024
95 Duy engineer duyEngineer 24/02/2024
40 D3ng Nhif Hiing hungdn 07/05/2024
M D5 Thi Ha My mydth 07/05/2024
19 D6 Thi Thuy thuydt 11/03/2024
35 Déng Phuéc Son sondp 11/03/2024
38 Huynh Cam Thién thienhc 22/03/2024
22 Huynh Thanh Bich Chau chauhtb 11/03/2024

e Tuy bién sdp xEp nhan su trén hé thdng cho phu hgp vdi td chirc thuc té:
nhu cau tric thanh cac phong ban (Department), vai tro chirc danh (Title), hodc
theo nhu cau riéng.

e M0bi phdong ban, chitfc danh c6 nhém dac quyén (Permission) twong &ng
va hoan toan dugc cu hinh doc lap bdi ngudi dung, khéng bi cé dinh san.

e Khong gidi han so lugng ngudi dung, phong ban, chirc danh.

Titles =
Name * Code *
Technical director DSC-CTO
Department @ islead

Southern office

Description
B/U B B &
Employees Permissions
[SAS] Enterprise Resource Planning & Select None
A t plugin (ERP,
8 A ppl
@ Manag, t

e MOi ngudi dung cé quyén truy cap riéng (account) vdi username,
password tuwong (ng. Cac thong tin nay ngudi dung c6 thé chd déng chinh sira
khi can thiét.

5.4 Quanly hatang

e Cho phép ngudi dung tu t6 chirc/ sap x&p thiét bi ky thuat theo cau truc
cdy mong muon.
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Infrastructures

Y Only moved Infrastructures

& Re-create SKU

Infrastructure name Abbr SKU Infrastructure type Updated at
~ [ (xref) DC-1 NVT XiiT Party site 16/05/2024 15:04
v [} (demo) Electrical system v General system 16/05/2024 15:04

> B (demo) Electrical switchboard cs Grouping infra 16/05/2024 15:05

v [E (demo) Lighting ST Grouping infra 16/05/2024 15:05

[ (demo) Occupied Data hall-A XiT_IV_ST_001 General unit 16/05/2024 15:06

[ (demo) EXIT Data hall-A XiiT+IV+ST+002 General unit 16/05/2024 15:06

[ (demo) Occupied Data hall-B XiiT_IV_ST_003 General unit 16/05/2024 15:06

[ (demo) EXIT Data hall-B XiiT-IVST004 General unit 16/05/2024 15:07

FOS - DATA CENTRE OPERATIONS SOFTWARE

BB Infrastructure Types Q

Created at -

02/06/202113:21

29/07/2023 13:44

29/07/2023 13:46

29/07/2023 14:32

29/07/2023 15:32

31/07/2023 14:18

31/07/2023 14:20

31/07/2023 15:24

e CA4c thiét bi dugc cdu hinh san theo tinh chat riéng (Modelling/ Type)
nham don gian cho ngudi dung khi st dung, dong thdi tao sy nhat quan trong

khai thac, t6 chirc quan ly khi c6 nhiéu site twong tu.

e Thong tin trén thiét bj cé thé bd sung bdi ngudi dung (Custom field) bén
canh nhirng thong tin mac dinh (System field), t&r dé xay dung dugc lich sir cac
thong tin van hanh lién quan trén thiét bi nhu nhirng su co tirng xay ra, céc lich

bao tri da tién hanh, vat tu tirng thay thé sira chira...

Infrastructures =

Infrast I rmation

Summary
(demo) Lighting
GENERAL UNIT
(demo) Occupied Data hall-A
. L
5
Zz O 16/05/2024 Yearly
16/05/2024
0/0 0 0/0
0
B Summary >
Values
Contracts
Issues

5.5 Quanly hgp dong

e Phéan loai cac hgp dong nhu dich vu, thi cong...

e Theo dbi thdi han hdp déng, nhac lich theo c4u hinh clia ngudi dung.
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Hgp dong co6 thé ciu hinh theo qui trinh chuyén budce tuy bién: dam phan,

trién khai, nghiém thu, bao hanh...
e Tong hap hop dong theo tirng déi tac, thai gian, tinh chat hgp dong...

5.6

6.

Quan ly déi tac
Phan loai doi tac nhu khach hang, nha thau, tu van, nhan vién...
Theo doi d6i tac tuong irng vai hgp dong.
Theo déi thiét bi/ tai san dugc tong hgp theo déi tac.

Cau hinh co' ban
Server vat ly: CPU Quad-core, 4GB RAM, 80GB HDD, mySQL 8+, Nginx/

Apache2

Server 40 hoa: CPU quad core (tdi thi€u i5), 8GB RAM, 128 SSD + 500GB

HDD for data archive.

-- Két thuc.
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