FOS - CENTRALIZED MONITORING & ALERTING SYSTEM F
CMAS

PHAN MEM GIAM SAT & CANH BAO TAP TRUNG

Ban quyén bdi FOSJSC (2023), va c6 quyén thay déi tinh nang ma khéng théng béo truéc.
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1. Pham vi ap dung

Trén céc thiét bj ky thudt M&E cé
trong cong trinh cao tang, cong trinh
ky thuat cao nhu tu dién phan phéi,
may phat du phong, UPS, diéu hoa
thong thoang, bao-dap chay, kiém
soat an ninh vat ly, chiller, x&¥ ly nuée...

Trén cac qui trinh hoat doéng
nghiép vu: Kiém tra dinh ky, bao tri,
thay doi c4u hinh, khiu hao, vong ddi
thiét bi...
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Trén c4c qui trinh hoat déng phu trg: Dang ky ra vao, kiém ké tai san, dién

tap ing pho su co...

Pac biét hon khi doanh nghiép dang vadn hanh déng thagi nhiéu ha tang khac
nhau (Multi-site) nén viéc quan ly hoat dong (xét theo tirng site) la cang can thiét

va uu tién.

2. Mucdich

Giup ngudi quan tri ndm bat trang thai hoat dong tir'c thdi clia toan bo thiét

bi trong céng trinh.

Quan ly dit liéu thoi gian thuc va lich sir bién dong clia céc thiét bi.

Hb tro ra quyét dinh nhanh chéng, chinh xac theo phan quyén truy cap.

3. Kién tric hé théng

La phan mém Ung dung trén
nén tang web, giao ti€p vdi cac thiét
bi ky thuat qua két noi TCP/IP vdi
céc giao thirc tiéu chuan, dam bao
tuwong thich toi da dén céac thiét bi
khac nhau cuia ngudi dung.

Cé thiét ké du phong nong,
s&n sang phuc hdi nhanh HA (High
Availability).
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V&i kién trac két ndi TCP/IP, viéc md& rong qui mo giam sat clia hé thong chi
phu thudc vao nguon luc xir ly ctia may chu cai dat: CPU, RAM, HDD...
Céc truy cap web vao F-CMAS dugc ma hoa SSL dé dam bao an ninh thong
tin di liéu truyén-nhan.
4. Tinh nang
4.1  Quan ly dia diém, thiét bj

Cho phép t6 chirc/ sap x&p thiét bj ky thuat theo

Location ~ Ve ~ ~ AY . 4 A Y
cau truc cay mong mudn: tu dia diém, tang, phong
Level 1 dén hé théng ky thuét, thiét bj cu thé...
Céc thiét bj dugc cau hinh san theo tinh chat
Room 101 riéng (Modelling), gitp don gian khi cau hinh si* dung
khai thac, dong thgi tao nhat quan quan ly khi cé
& [£¢] Hvac nhiéu nguoi cung tham gia cau hinh.
—| system . A N .
e = Trang thai lam viéc cua thiét bi (binh thuong,
(M)=| Airhandling ,n5 bhao tri, c6 canh ba & thé hién cap nhat
o g bao tri, cé canh bdo...) sé thé hién cép nha

(theo thai gian) twvong Ung canh bén.

Thong tin b6 sung bdi ngudi dung (Custom field) bén canh nhitng thong
tin mac dinh (System field) cla thiét bi, tir d6 xay dung dugc lich sir cac thong
tin van hanh lién quan trén thiét bi nhu nhirng sy c6 tirng xay ra, céc lich bao
tri da tién hanh, vat tu tirng thay thé stra chira...

4.2 Thuthap & luu trir dir liéu

Hb trg day du céc giao thic bac cao tiéu
chuan, phé bién nhu Modbus (RTU, TCP/IP),
BACnet (MSTP, TCP/IP), SNMP, OPC, MQTT...

Cho phép c4u hinh dén tirng diém giam sat,
tan suat thu thdp nhanh nhat 1s ké ca trén qui
mo hang tram ngan diém giam sat.

Hb tro k&t n6i dén cac ca sd dif liéu nhu openSearch, mySQL, MS-SQL,...
Hb tro chia sé file nhu FTP, SFTP...

K&t ndi dén bén thr 3 qua giao thirc md& API, Onvif.

D@ liéu luu trir theo CoV (Change of Value), theo thoi gian lién tuc.

Trang 3/9 https://fosjsc.com/



FOS - CENTRALIZED MONITORING & ALERTING SYSTEM F
CMAS

4.3 Hoan cong két noi

Network Management System
(NMS)
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Hé thdng cung cap so do két ndi thuc té cac thiét bi theo giao thirc truyén
théng da cau hinh thu thap.

Cho phép xac dinh nhanh tinh trang cac k&t ndi, diém bat dau - diém két
thuc cla giao thirc, dia chi trén mang cla thiét bj.

Va day dugc xem nhu “tai liéu hoan cong s8”, giup ngudi dung cudi chu
dong hon trong viéc kiém tra, stra chira l6i khi can.
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4.4 Canhbao

Nguoi dung tu dinh cac ngudng mong mudn canh béo khi
s6 liéu thu thap thoa diéu kién.

X ‘A

C&u hinh ngudng theo gia tri toi da/ t6i thi€u, trong/ ngoai
Q dai gia tri, mat két n6i, dang dirng bao tri, cau hinh thai gian cho
QQ theo doi trude khi quyét dinh canh béo (Alarm delay time)...

Cho phép phan loai cac canh béo tir thap dén cao (3 cap
hodc md& rong thém theo nhu cau), hodc theo tén goi riéng
mong mudn.

Chon lya ph6i hgp nhirtng hanh dong khi c6 canh béao: diéu
khién d&i tugng, gii email, tin nhan app/ SMS, tao thé qui trinh
Work-flow riéng.

W

A
]

CA&u hinh thém ndi dung gli kém canh béao, bén canh nhirng théng tin mac
dinh nhu thai gian thoa ngudng, gia tri luc do, xay ra trén thiét bi nao.

Cho phép b6 sung céc ghi cht riéng trén canh bao dé phuc vu cho nhirng
muc dich khac.

Céc cau hinh canh bao c6 thé ap dung dong loat
(theo loai thiét bi) hodc chi dong ap dung daon L& trén
nhirng thiét bi riéng.

Configure
conditions

H-V
bl [

< LR . s i ‘A S w . Specify alarm
hoac c6 thé hon) khi thoa diéu ki€n nham can ngudi cgnte?t

Tinh nang gia tang cap do canh bao (dén 3 murc, 3
phu hgp can thiép x&r ly nhanh chéng.

Tinh nang xac nhan (Acknowledge) dé ngirng % Apply
nhan tiép cac ndi dung canh bao, tu ddong xoa (reset) & in bulk
dé dua canh bao vé trang thai san sang tiép theo. ‘Q @ e

Toan b6 cac canh béo trong hé théng (ké ca ban alarms
tin Trap) sé dugc trinh dién riéng trén trang theo déi
tong quat.

Tong hgp céac canh bao con ton tai trén hé thong, bén canh danh muc céc
canh bdo tirng xuat hién trude do.

C4&u hinh bd loc tim céc canh bao va luu lai dé tim nhanh trong lan sau.

Cho phép xuat dit liéu canh bao ra file ngoai, *.csv.
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4.5 Giao dién do hoa

DPugc xay dung trén cong nghé HTML5, D3... véi da dang cac thu vién hinh
anh cung cong cu manh mé (lap trinh ma/ code nhung).

Giao dién van hanh c6 thé dugc trich xuat (export) va chén
lai (import) vao hé théng. T dé nguoi dung c6 thém kha nang
kiém tra di liéu da cau hinh trén trang, clng nhu tu diéu
chuyén noi can trinh dién trang nay.

Giao dién thich &ng v&i da s6 céac thiét bi van hanh hién
4

nay: may tram, may tinh bang, mobile.

ldy mau, dugc trinh bay theo céc hinh thitc phu hop, nhu chi,
s6, bi€u do (xu hudng, thanh, cot, banh, vanh khuyén...), va ca
hinh 4nh déng (animation, thay d6i mau sac, vi tri) twong &ng N .II
vdi gia tri mang. '

D{r liéu thiét bi dugc cap nhat lién tuc theo thdi gian thuc E

Toi wu tdc d6 hoan tat trinh bay dir liéu (khéng qua 3s) trén s6 lugng Lén
tham s8 can trinh dién (hon 200 tham s8).

No6i dung trén trang cho phép diéu huéng sang trang quan ly chi tiét thong
tin thiét bi, dién hinh nhu ma hiéu, nhan hiéu.. T dé md& rong sang chi tiét hon
vé lich str thay d6i théng tin cla thiét bi.

4.6  Phan quyén ngudi dung

Tuy bién sap x&p ngudi dung trong hé théng cho phu hop vdi t6 chirc thuc
té, nhu cau tric thanh cac phong ban (Department), vai tro chirc danh (Title),
hoac theo nhu cau riéng.

Mbi chitc danh c6 nhém déc quyén (Permission) tuong
(rng va hoan toan dugc ciu hinh dbc lap bdi ngudi dung,
khoéng bi c6 dinh sdn. Cac quyén co ban: xem, sifa, tao mdi,
X04 va quan tri toan bd.

S6 lugng ngudi dung, phong ban, chirc danh: khéng gidi
han.

Mbi ngudi dung (account) cé quyén truy cap riéng véi username, password
tuwong ing. Va ngudi dung c6 thé chi dong chinh stra khi cén thiét.
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4.7  Quitrinh céng viéc

Trong mot t6 chirc van hanh ludn c6 nhirng qui trinh thuc hién cong viéc
(Work-flow) nhat dinh dé dam bao su nhat quan, déng déu trong sé liéu thuc
hién, lan cap nhat tic thdi cac thay d6i mdéi khi can thiét.

Hé théng cho phép diéu chinh
cac di liéu, cac budc thuc hién, giao
ngudi phu trach cu thé & moi budec...
trong Work-flow dé déap &ng dung, du
nhu cau can sé liéu cubi.

Ngudi quan tri c6 thé cap quyén
doc, stra hoac khéng thay duge dir liéu
dén ngudi phu trach tai cong doan cu
thé ctiia Work-flow.

Cudi qui trinh, hé théng trich xuat bao céo ty dong va gli thong béao dén
cac thanhvién lién quan.

Hé thong toéng hgp tu ddng: nhirng qui trinh dang ti€n hanh, chua dén lich,
ton dong kéo dai...dé ngudi quan tri c6 quyét dinh tiép theo.

Mot s6 work-flow dién hinh: kiém tra hang ngay, x& ly sy cd, bao tri bao
dudng dinh ky, dién tdp PCCC, van hanh may phat theo lich.

4.8 Timkiém di liéu

@ 56 Séo néthe Cin béo du 2 56 @ 2

Danh sdch thiét b| (56) cné a4 xem + Thém thiéh bj

Tén thidt bi Leai Thudng hiéu/Mode! Vi tri Trang thai 840 hanh Céing suit

& Saryer Dell R740 - 001 [ sarver | i Rack A-01 - U1-U2 * Hoat déng Hethen A50W
B8 Switch Cisco 2960X - 001 [ Swach | by Rack A-01 - UE * Hoat déng

. P
# UPS APC Smart-UPS E0DOVA ) Rack A-02 - U1-U3 Cénh bio b 200W

Cho phép tim ki€m di liéu nhanh chdng theo tir khoa, ma hiéu, trang thai
hodc céc tr ggi nhd nham giup tiép can nhanh nhitng théng tin can tim.

T két qua tim, hé théng cho phép ngudi dung xem dugc toan bd cac thong
tin lién quan dén qui trinh, két noi, thiét bi lién quan.
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4.9 Baocao linh dong

Cho phép xay dung va luu gilr bd loc tim —U—
d@ liu d& lam bao céo, phuc vu nhanh cho
nhirng lan sau. Ngudn dir liéu cé thé L8y tir bat J

Y thiét bi néo dang dugc két ndi vai he thong  [Q _,_l 0 1

tir c4c giao thirc tiéu chudn c6 san.

Cau hinh bd loc dir liéu dé tu dong gom di¥
liéu dinh ky theo thai gian (th*trong tuéan, hoac V
ngay cla thang), hodc theo su kién cu thé.

D{t liéu bdo cdo c6 thé trinh bay “min, nhuyén” theo don vi phut, gid, ngay
va hon nira. C6 thé két xuat ra dir liéu tho (dang text, *.csv) hoac pdf.

Hinh thirc bdo céo: sd, chit, biéu do céac loai.
K&t qua bao céo (két xuat dinh ky, hoac theo su kién) dugc luu trir lién tuc
nham dam bao su théng nhat, toan ven dit liéu van hanh.

Mot s6 bdo cdo dién hinh, cé sdn nhu dién nang tiéu thu, hiéu nang khai
thac nguén dién PuE...

5. Bao matva Tiéu chuan .
Security

Assurance

Ap dung cap d6 bdo mat an ninh SAL2. Laval

Van dung giao thi’c ma hoa SSL/ TLS cho
dir liéu truyén-nhan.

SSL

Encryption

Phu hgp tiéu chudn céc giao thic truyén
thong: BACnet, Modbus, OPC, SNMP...

Phu hgp ISO 27001 vé ki€m soat truy cap kiém soat truy cap (Role-Based
Access Control - RBAC), ma hoéa dir lieu (Encryption) va ghi nhat ky hoat dong
(Audit Logs).

Tuang thich ISA 101 (HMI for Process Automation Systems) vé cac khuyén
nghi vdi giao dién chirc nang van hanh hé théng.

6. Cau hinh coban
Node = 8 vCPU, 16GB RAM, 2TB SSD.

Cho qui mbé quan ly dén 100 thiét bj ky thudt vdi di liéu lich s lwu tri? toi
thiéu 12 thang, chu'a c6 cdu hinh du phong néng HA (3 nodes).

Trang 8/ 9 https://fosjsc.com/



FOS - CENTRALIZED MONITORING & ALERTING SYSTEM F
CMAS

7. Ban quyén s dung

7.1 License quanly

License M6 ta, dién giai
FCMAS-25 Quan ly dén 25 thiét bi, hodc dén 1,250 diém di liéu
FCMAS-50 Quan ly dén 50 thiét bi, hodc dén 2,500 diém d liéu

FCMAS-100 Quan ly dén 100 thiét bi, hoac dén 5,000 diém dir liéu

FCMAS-200 Quan ly dén 200 thiét bi, hoac dén 10,000 diém d liéu

FCMAS-500 Quan ly dén 500 thiét bi, hodc dén 25,000 diém d lieu

FCMAS-1000 Quan ly dén 1,000 thiét bi, hoac dén 50,000 diém dir liéu

S&n sang trién khai trén ha tang cuc bd (On-prem) hodc theo dich vu ddam
may (Cloud).

Cé thé t6 hgp céac license khac nhau (theo thoi gian) dé dap ing nhu cau
theo doi cac thiét bj c6 trong ha tang.

Chuyén déi license qua may chd khac (v&i On-prem) la hoan toan mién
phi, khéng phat sinh chi phi nao khi hé thdng con trong thdi gian ho tro ky thuat
STS (Software Technical Support) hiéu luc.

7.2  Software Technical Support
Cé hiéu luc song hanh véi dich vu Cloud.

V&i moé hinh On-prem: mac dinh déa bao gom 18 thang (tr ngay phan mém
dugc ban giao).

Thoi gian m& rong STS: theo chon lwa 1 ndm, 3 nam hodc 5 nam.

---- K&t thuc.
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